JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)
Version 3.30

JPRSH—/\—{BHE
FRELREEAE R > —
(Certificate Policy)

Version 3. 30

20234248
HRASHBARL A MYH—EXR

Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS H— —3FEH
Version 3.30

Eierd)

= Bk

AEBEAR U & — (Certificate Policy)

SORE
g A+ NE
1.00 2019.06.17 WICFEAT
1.10 2019.09.25 A= )VIRGE TR AT RE 2R B S A — b7 R L Z DB 9
ERRUNQSENI
1.20 2020.04.01 Mozilla Root Store Policy(v2.7)~DHEHLIZFE 9 Ui
1.30 2020.07.10 HREHE T 7 7 7 A VOETITHE S BGT
2.00 2020.07.22 FORIESR BN D R Z AR D FaR BN
2.10 2020.08.20 AEAE O AR O _ERRIZEAS 25k DEIE
2.20 2020.10.06 R A A AR DOFEEMMIER (2 O WETH L CRL 7'm
7 7 A NVDEIE
2.21 2021.04.01 FHED B £} O Version % 5 HT
2.22 2021.04.28 Mozilla Root Store Policy(v2.7.1) ~DHEHLIZ 5 ki
2.23 2021.05.27 [8.2.2.4 RAA 4 DRFE] OHE(L
MTAEAEB L OREAELRD) X T m 77 (0] K
V. i CAGIITEET % sid 2 Bk
2.30 2021.11.17 [3.2.2.4.18 Agreed-Upon Change to Website v2| DOffAk
B
- Organizational Unit O C#if& T
3.00 2021.12.08 + ACME *fJShR D422 B3 % ekiT
3.10 2022.03.02 * ACME x5 ZHIH St~ D 2 800
3.11 2022.04.01 - FMED B £ O Version % 55T
3.20 2022.09.30 [6.3 §E~T OZDOMOEEITIE] ORERRE T LUK CA
WFATT D — R —FEAEO AWM EE T 2 5ok & 1B 0
(% 7.22CRL 7u 77 AL (FITHD 2020 47 H 29 H
VIBEOFERFIZEH) | 124 CA TRV 5 KEhHH = —
N
3.30 2023.04.24 RERAEO A IR D ERRIZEE§ 2 Flak D& IE

Copyright©2019-2023 Japan Registry Services Co., Ltd.




JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)
Version 3.30

EP/Y

B = S U X RS 9
Lo A ettt ettt b et et b ettt s s b st tese st se e 9
1.2 SR LRI oottt 10
1.3 PRI DBIFRT oottt 10

LB 1 CA ettt s s 10
L.B.2 RA oottt 10
1.3.3 FEBHERHZ oo 10
184 BRI oottt ettt 10
1.3.5 ZDMBIERT oo 10
1.4 FEFHZED FHIBR ittt ettt b et b e reaens 11
1.4.1 TG ZRFEBED IR oo 11
1.4.2 ZEIE SAUDFEIHTED IR oot 11
15 TR U S B ettt 11
1.5.1 SCEEEEET DHRE oo 11
1.5.2 BBEE G oottt 11
1.5.3 U 2Tl A I BT DB e 11
154 TEFB T oveveeereeeeeeeeeeeee ettt ettt ettt ettt 11
1.8 TEFR E R oottt ettt ettt ettt ettt ettt ettt ettt ettt se s eteaeas 11

2. BRI E VTR R U D EEAT ettt ettt ettt 16
2.1 VTR B U ettt 16
2.2 TEEDZABE oottt 16
2.3 ABADBREHAFE 72 ITBHIE oot 16
2.4 VIRTY RUNDT T B AEBE oot 16

B T & TR oottt ettt ettt enaens 17
Bl BAHITTRTE weoveeeeteee ettt ettt ettt ettt ettt ettt ettt ettt bt te et et te et easerans 17

3. 1.1 ZAHTDTEE . c.ocvieeeieeeeeeee ettt b et s e 17
B.1.2 R R F DA AT coveereeeteeee ettt ettt ettt 17
3.1.3 FERAEFRIFHE OEANEE T ITMILAANE oo 17
3.1.4 #xa A RITERE IR T D 72D DHLH oo 17
B.1.5 ZATTD B ME ettt 17
3.1.6 FAAEDFEG. FRAEIS K OMEE i 17
3.2 HEIOIZAS APETETE covoveeeeeeeeee ettt ettt aae 17
3.2.1 FAAHEDFTEFZRETI T D I5IE (oo 17
3.2.2 FHFE & R A A L B DFREE oot 18
3

Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)

Version 3.30

3.2.2.1 FHAROITEFE .oevvevereteeeeeeee ettt ettt aeas 18
3.2.2.2 DBA/Tradename (JE75) ..cccoveeivieeieiieieeeeceeeeeeeee e 18
3.2.2.3 COUNLLY DFERD 1ovviereerieeeeete ettt ettt ettt et aeesaeeteeaeeteeseeaseseennens 18
3.2.2.4 R A A LB DFETE oottt 18
B.2.3 M N DI FBAE ettt ettt s et aeas 21
3.2.4 FREE S AV WO GERIZEF FHFE DIET oo 21
3.2.5 FEFR D TE G PERERE oo oveeeeeeeeeeteeeete ettt 22
3.2.6 FHATEH DEETE oo 22
3.3 HEFHHFERFOAAMERETE & FBRE oo 22
3.4 KINHIFERFDARANERETE & FRFIE oottt 22
4. FEHED T A TP A 7 AT DIEH EOBME e 23
A1 BRI TE oottt ettt aee 23
4.1.1 FEBER G AR T D 2 L D T & D et 23
4.1.2 HEETHREE LB oot 23
4.2 G G T oottt ettt ans 23
4.2.1 ARAVERETR & FBRED TN ovveeieeeeeeeereeeeee ettt en e 23
4.2.2 FEBERGE DGR E T2ITENT e 23
4.2.3 FEFAZEHGE DML ..ot 23
4.2.4 CAA LT ROFETR oottt 23
4.8 A D I T T ettt ettt et e ettt ettt e et ete et e eteennan 24
4.3.1 FERAERITHREDMUEE T oottt enen 24
4.3.2 FERER B ~OFEF ERTI oveieeeeeeeeee et 24
4.4 FEFHZEDZZRERETR ooeeeeeeeeeeeeeeeeee ettt ettt ettt ettt nenenne 24
4.4.1 FEFAEEDZRERETRTERC oottt ettt n s 24
4.4.2 FEFESIC ZDFFBEED AR (oo e 24
4.4.3 DT T 4T 41Tk DFREEROFE EFEITIEN cooveieeee e 24
4.5 SERT I L OREZED IR oo 24
4.5.1 FEBIERIME OFAA B L UFEBIE D IR (o 24
4.5.2 FRFEE OABIEER L OGEAZED FIR oo 25
4.6 SEFHT 2 PEDZRVGEIE D FEHT (oo 25
4.6.1 FEH A ED/RVGEEDOTHTI oo 25
4.6.2 FEHED T HGEAIT ) T ED T E DR o 25
4.6.3 FEBHED EHTFHFEDALIETT ..ooeeeeereeeeeees ettt 25
4.6.4 FERIERIAFE T 28 LUWOGEFTETETI T A oo 25
4.6.5 HHT SIUTZGEREE D S FRERR T oot 25
4.6.6 FERENC &2 BT SAVTZREIE DB oo, 25

Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS H— R —ZE EFEGERFEH ER Y > — (Certificate Policy)

Version 3.30
4.6.7T DT T 4T 4 ITKT HFFER OFEZEIEITIAE .c.cooviiiiiccen 25
4.7 BEFHT A PE D FEBA T D T BT oottt 25
471 ST LD AEAZE D TEHT I oo 25
4.7.2 FLWGERAEDHGEZIT O 2 D T E DI ettt 26
4.7.3 SEFH LD AEAZEO EHHGE DOMILTHE oo 26
4.7.4 FERAERIAZITT 28 LOGEBE OB oo 26
4.7.5 FEEHT S AU GEFI B D ZFHERR T coveeeeieeieereeeeee et es 26
4.7.6 FRAEC K DHEEHE A DFEHZED BT oo 26
477 DT T 4T KT DFRAER DOFEH BRI T oo 26
4.8 FEBHTE D ZE T .ottt ettt ettt b et bt b se et seneeaeneas 26
4.8.1 FEPHEDZE I .ooovoveeeeeeceeeee ettt aae 26
4.8.2 FEHIEDEERFEAIT ) T DT E DI o 26
4.8.3 FEPHEDZE FHFEDAIETHE oottt 26
4.8.4 FERIERI AT 28 LUWOGEFTETET T A oo 26
4.8.5 2SI iEFE D ZBEMETR T coveveveeeereeeee e 26
4.8.6 FBAERIC X DT SHUTZFEBIE DB oo 26
4.8 7T DT T 4T KT DRBAEROFEAFIEITIHE ..o 26
4.9 FEFZED RGN E —IFIE I i 27
4.9.1 FEFTEIRINIEE oottt 27
4.9.2 FEHER N HEET D 2 & D T & D et 27
4.9.8 BRI I EE T eveveeeeeeeeeee ettt eaeaen 27
4.9.4 KEDHFGEDORET AR oo 28
4.9.5 FRAERD R RFE A LB L 22T UL S 72 WA e 28
4.9.6 SRINFHEE D BEIR oo 28
4.9.7 FEBERZDY A N DOIEITHIE oot 28
4.9.8 GEREIEN Y A D ORI THRARIBIERFI oo 28
4.99 F T4 L TOHRNAT —Z AZHETBDFU T FTHENE oo 28
4910 AT A U TORMAT —Z ZMERBEAT D T2 D DB i 28
4.9.11 FIHPTHEZ2 R ZNTE R DM TET oo 28
4.9.12 FEDOFEIEATTHT T DEEBITELE (oo 28
4.9.13 FEFIZED —HFE IETFEHT oo 29
4.9.14 FEBEDO —RHEIEZHGET D 2 LD T E DR e 29
4.9.15 FERAZED —IFE I HIFE TR oot s 29
4.9.16 —FHFIE 2T 2 Z L8 TE DHIM oo 29
4.10 FEBED AT —F AFEBA = E R oot 29
4.10.1 FEF FDBFE ccvovoeeeeeeeeeeeeeeeeeee et 29

Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)

Version 3.30
4.10.2 = E ZDFFHATEENE oo e 29
4.10.3 A7 T FIVTRERE oo 29
411 A GBEFE) DK T ettt ettt 29
412 F—T AT T — EHEAIE Lo 30
4121 F—x A7 —LHEIERY B KO oo 30
4122 By v a rF—Dh TR EREIEDORY 2 —B LT oo 30
5. el b, FHEE B SER EOER e 31
5.1 WERAIT 2 U T £ B BE oottt 31
5.2 TV BE oottt ettt ettt r s 31
5.3 ATV EI oottt en s 31
Bed BEAE T 7 DD T ettt ettt 31
5.4.1 FEERZIUDA N N OFEEH oottt 31
5.4.2 BT 7 A MUERT BBEIE oot 31
5.4.3 BT 7 A REFT D HIM oo 31
5.4.4 BEAE T DR oottt 31
5.4.5 BEALTT DX T T T T oottt 31
5.4.6 AT 7 DULEE S AT I oot 31
5.47 A XY R EFL T LToBE D IEH oo 31
5.4.8 MEFTPERTAM ...veveeieee ettt ettt 32
B8 LB DRI <ottt ettt nenen s 32
551 T =TI A T DOFEI ..ottt 32
5.5.2 T =14 ZHRAFHIM oo 32
B.5.3 T =TI A T DR oot 32
5.5.4 T —=TA T DI T T 0 T T ettt 32
5.5.5 FLEKIZH A LDAZ T 2T B DB e 32
5.5.6 T =T A TULEE T AT Iaiiooieeeeeeeeeeeeeeee et 32
5.5.7 T = T1A 7 DRRFETH oottt s et es et aenn 32
5.6 FEDUI Y FRZ oottt ettt ne 32
5.7 fEIRALE L ONIEE DN D DIEIH oot 33
5.8 FRRER) F T TR B T DIE T et 33
6. HITHIBE T 2 U T £ B BE oottt 34
6.1 FET DERRIS I TUA LA B Il e 34
B.1.1 FEALT DERR vttt 34
6.1.2 FERIEFRI T DRI FED IZAT oo 34
6.1.3 BEFESI D ZABAFED BT oot 34
6.1.4 RFEE D CA ABIFED ZZAT oo 34

Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)

Version 3.30
B.1.5 TV A X oottt 34
6.1.6 ABHEED/RXT A —F DRI T OMEIRE (oo 34
B.1.7 FED IR covoveeeeeeeeeeeee ettt aae 34
6.2 FAAHEDRERS L UOME S E Y 2 — /WD BB ot 35
6.3 ST DFZ DMUMD EEBETTE oo 35
6.3.1 ZABAFED T T A T oot e 35
6.3.2 REFIZEOAZNHIM & A X OVABSEED AN oo 35
8.4 T EAE T & ot 35
6.5 T E 2 —HDEX2 U T 4B e 35
6.6 TA T AT IVOEITIVEER oo 35
6.7 2 T =T X2 U T 4B s 35
8.8 H A INA L LT oottt 35
7. AEAEB L UGEIERZDY A RD T E T 7 A Ml 36
TL REBAZEED T T 7 A U oottt 36
711 Y= N—FEBEE T T 7 7 A L e 36
7.1.2 HRIEEFAZE T T 7 7 A Tl 39
T2CRL DT T T 7 A JL oottt 40
TBOCSP DT T T T A Tl ettt eae et eeteeeaseeaeeeaeeans 41
T80 7N G L ZB 5 ettt 43
T.3.2 OCSP HETE .ottt eaeaen 43
8. YEHIMERE A LA OIRTAM . ...ocvoeeeeeeeeeeeeee et aes 44
8.1 BEAT DB .ottt ettt ettt ettt ettt aeereaeas 44
8.2 BE T DB TL,/ TR oottt 44
8.3 BEATE L LA DBHLR oot 44
8.4 BE THIDTUD FH I oottt ettt 44
8.5 MHDFEREL LT E BAIUDMUE oot 44
8.6 BEAAE B DI BH TN 1ottt ettt eae s 44
BT T A ettt ettt ettt ettt b ettt ete et et eaeeteaeas 44
9. LD IEFS L35 T OVERTTFIE oottt ettt 45
9.1 BFAE oottt ettt 45
9.2 BATEHITTIE: oottt ettt eseaens 45
9.3 TEZEHFHODBEIENE oottt 45
9.3.1 FEEEIE TR DB o.oovoeeieeeeeee ettt 45
9.3.2 FEBEIEHR DBIHIN D TE IR .o.voveeeeeeeeeeeeeeeeeeeeee ettt 45
90.3.8 I G R A R T D B T oottt 45
9.4 EIATEFELOEETE <ottt 45

Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)

Version 3.30
9.5 A FEFE c.ovvveeiieteeieetetet ettt ettt ettt b et b et se st s s nens 45
9.6 ZEIITRFIE .. ceieceeeeeeeeee ettt ettt aee 45
9.6.1 CA ZEFE D FRIAIRTEE ..ottt aeae 45
9.6.2 RA ZEFE D FRIAIRTE oottt 46
9.6.3 FEFHZEFI A DZEIAIREAE ..ocveveeeeeeeeeeeeeee ettt 46
9.6.4 FRALEF D ZEHIERAIE c.viveveeiieteeeeeeeee ettt 46
9.6.5 Z DR DFEHHIRTE ...cveeeeeeeeeeeee et 46
9.7 ELRFIE oottt ettt ettt ettt naee 46
9.8 FEATDTIBR ..ottt ettt ettt ettt 46
9.9 FHME ..ottt ettt naee 47
9,10 AT 2] A T ettt 47
9.10.1 A ZDHAMT oottt ettt 47
9.10.2 FE T oottt ettt nanaeee 47
9.10.3 FE T DN L BNIIT .ottt 47
9.11 BIFRAE T DME BT &I oottt ane 48
9.12 BAT oottt ettt aee 48
9.12.1 BEETTHIE cvoveveveeeeeeeee ettt ettt ettt eaeaen 48
9.12.2 FAEITIEI LU oo 48
9.12.3 A7V =7 FlBIFPEESNRT IR DR OB e 48
0. 18 H G TR T oottt ettt ettt ettt enenne 48
9.14 HEHILIE <.oooeeeeeeeeeeeeeee ettt ettt anaeee 48
9.15 TH VB DT ST ettt b ettt ae et et ne et 48
9.16 JHEHI oottt e et e e aa e e areebeeeaaeearaens 48
9.17 ZDMLIIGETE oottt ettt ettt ettt 49

Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)
Version 3.30

1. XL ®IC

1.1 &

JPRS H— N—GEHEFGERGEAER Y > — (LT R CP) &vw9) 1%, JPRS #h—r3—

AEAEFRITY—E 2 (LT TRYy—E 2] L)) 2T 572010, skl ARV DX
FUH—EZ (LT M) D) BREER (LT TARCA) L)) L LTHITTLHE

TREAZFOME, FIH B, EHGEHE, EFiEAEFICETLIRY) O —2H1ETL260TH

2o

A CA OEMMERHCB T 258 FhelZ DWW T, JPRS h— "—FEEZHGEREM R (LLT
[CPS) & 9) IZHET %,

KCAIF Eab T AP ATLAARASE LUTIEa AT AR AT AR L))

DN EE T HERAER Td 5 Security Communication RootCA2 K V. 5 Al A RERERERH &

DIATZZT TBY , EAFFHE ST HFEHERITEIT O,

A CA BFAITT HAEEIL, T — " —RGiEk L O ERE CIHERORE S (L2175 Z & 1ITH)
M35, £, BIT5%0%, [JPRS r— " —GEERIT— 2 ZFRIH M) B8 L OVTIPRS
P N—FEERI T — B2 ACME ®IGhR SFIASEM) CUROFET TTRIASM) Lv
2) Ik VEDD,

A CA MOFEFEOHKITE 2T 581, FEAZEOFRITE 2T HANICH COFM B & ZF
MM, KCPEBEIOCPS L2 L LELECRMEL, ZRHSEME, KCPBLUNCPS &
KT DMEDND D,

A CA 1X. CA/Browser Forum 7% https:/www.cabforum.org/ T/ABf 3 % [Baseline
Requirements for the Issuance and Management of Publicly-Trusted Certificates] (LA
T [Baseline Requirements| &1>9) 3TN RFC 5280 [Internet X.509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL) Profile| (Z#E#L3 5,
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1.3 PKI DRE{&EE

1.3.1 CA
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N—|Z X DREAEARAT — & A ERORMI L ORE . CA FLEFEOER « PRiER X ONERE
FIAE OBGREZITO FEROZ E 209,

1.3.2 RA
CA DEHKD H B GEHEDIIT, BUE A 5T 5 HiEH O FZEMMERR . A NMEMTROFA.
AEBERATICHE RGOSR, CA 1T T DREERITEREZITO) EROZ L5209,
RA 1%, A< CA »FH 5,

1.3.3 REBAERAE
FERERIHE L 13, A CA L VGEHEDRITEZT, BTSNt EEZFIHT A, 1E
ANFEZITMHEREE T 5,

1.3.4 BREEHE
BEEE &%, A CAIIC XV IRIT SN EOERE 2R 2 A AN E 7210 & 3
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1.3.5 ZTDEEFRE

BUE L7awy,
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bOHNHEEE, MM SNTEPRET L2 L2t T 2EF T2 D2 x5, CANR
BIEAZT Z & T, TOESHEPRIES LD,

7 v B LME
AR CANVHFHEHRIHRE L, Pe<tb 112y hOx Yy b —2Rd 1l

YRRV

12
Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)
Version 3.30

CA GEWIEF L O CRL &2 M LAKT 57— 4 _"— 2D Z L 2\ 9,

(2) TA1 ~ T2

ACME (Automated Certificate Management Environment

AEHEORITOEE R T 57 u v 22 HEkd 270070 harpZ Lizwv ),
A7 b zLid RFC 8555 THIE STV 5,

CA (Certification Authority) : FREFE

AEFAEOFAT - FHT - K%, KGR OB/~ OCSP (Online Certificate Status Protocol)
Y= N—Z L DFEHFEART —F A F RO LORE . CARAEROAR - PRl L
AEAEM A OREREZAT O EEROZ L2 9,

CAA (Certificate Authority Authorization)

RA A ZAERT HHERIZIBW T, DNS La— ROHIZ R A A Txt U CREBE A2 5T
TEORAERIEFRAFIR L, B LWL OFEERBITZ M <D Z & %
W, ABEREIL RFC 6844 THIE SN T\ 5,

CP (Certificate Policy) : GIFFHER Y 2 —
CA AT HREHEORE, BITxI5. Hik, WA THe, BITHAUESE, FEREICET 5
FHEAEBRETHALEOZ EE VD,

CPS (Certification Practices Statement) : FRiFEEMRETE
CA #EHTH ETOMETH. X2V T ¢ UYL CAOEHEAHET S CED L%
AR

CRL (Certificate Revocation List) : GFFAZEAZN Y X b
AEREOFH IR I, FEHERHANTOE T AEHOGIMEEOFRICI W K
TREER RN TEH IV A MO Z B2,

CT (Certificate Transparency)
RFC 6962 THE I 72, BITSINTEAZEOE R AR - AT H7-0ca 7 ——
(CT v 7% — 3—) ([ZREHEOEHRZ B L, AT AEMADZ a2V S,

FIPS140-2
K[E NIST (National Institute of Standards and Technology) WK E L7zk5EY 2 —
MCET X2 VT A BEXEDOZ L), BEL VIO REEL~L 4 ETER
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HSM (Hardware Security Module)
FAEHEOAR., (RE . FIAREICRBWTC, 32T 4 2RI 5B THEAT A&
IN—RERE T R T B EEED Z L 2 D,

NTP (Network Time Protocol)
T a—XONERGE, 2y FV—2 2N LTCELLHET LI Ve barol taw
AR

OID (Object Identifier) : A7 =7 bilkpll+

F v N U— 7 O BEGIERY — R EO BN A MR E T 27O O TH Y |
ERRP 725 kBl c s gk sz, HERPOXy N —J R T—RBERDIETOZ L&D
D

OCSP (Online Certificate Status Protocol)
AEO AT =X AEREZ VTNV EZA LTS5 70 ha vz L a0 ),

PKI (Public Key Infrastructure) : /\BR#HE AR
B E4. b, BAEE WoTloX 2 U T 4 Hilf2 BT 5700, AR5 5L
WO RS ET 2 WA ERED Z B2V S,

RA C&§k)) (Registration Authority) : BERiEH

CADEKD YL, GEHEDORIT. BUHZ HEET 2 Hiba O SEMMR. RAAVEMROR
7. FEAERITICONEREROBGE, CA KT HFEAERITERELZIT) RO Z L %
AR

RFC 3647 (Request For Comments 3647

A H =%y MIET 2EHINOEREZ ED HHAETH S IETF (Internet Engineering
Task Force) 351792 LETHY  CPICPS D7 L—L U — 7 2 HE LT LEDZ L %
W,

RFC 5280 (Request For Comments 5280)
A H =%y MIET 2EHINOEREZ ED HHAETH S IETF (Internet Engineering
Task Force) M3EITTHXLETHY, AMEAEICOVWTHE LEZLEOZ L2V,
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RSA
BRSNS A E L TER L TV DR bIEERN LRI S HIN OO &S TH 5,

SHA-1 (Secure Hash Algorithm 1)

BIEAIEDN Dy 2B (ERREE) 005 THD, Ny =2fLid 51
BNTRXNHEEROE Yy M ZENRT HHEFELZ VD, By FRIT160 By K,
T —ZOEEMEZERTAY V2 fliatbikd 22 LT, BEET THRIAXI A SN
TWZRWPERET 2 Z LN TE D,

SHA-256 (Secure Hash Algorithm 256)

BB Dy v 2 B (BRI 00L>ThDH, By MRIT 256 By |,
T = OFEEMEZEFMT Y v affiztbikd 52 & T, BERPTRIDLIAIN
TRV RS2 Z &N TE D,
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2. ZAEVRD M) DEE

21 YR FY

ARCAIX, VAT MU % 24 5f#] 365 HFIHTE 2 L O ICHERFEREZIT 5, 7272 L, FIHF
BERFFHINICBV T H VAT MESFEICK VR TE RVHADRH 5,

2.2 TEHRO LB

AR CAIX, CRL, KCPEBXIUOCPSZVARTY MY RICAB L., FFHERNFAA L X OGRS
NA TN E - THETE L1275,

2.3 N E-ITIHEE

ACPBLOCPS 1%, SETOEBE, VAT MU FICABT 5, CRL OFITHEE X, [4.9.7
AEBAESN U A N OFITHERE | \IHET D,

24 VRO MYADT IO EREE

AKCAIZ, VARY MU TOABIEFRIZCBEAL T, ¥ D7 72 ar b — 3 rbZew, ik
BEFIHE B L OWEEEIZ. KCADCRLAZ, VAR NI ZEBUTAFTLHZ LA HE
T35, VRS M) ~DOT 7RI, K97 Web AV H—T7 =2— A& @UTCHEEE T 5,
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3. BBl & RARE

3.1 ARIRE

3.1.1 ARIDEE

AR CA BRATT DIEAEICHIH I N D AEHERHE 04 FEL,. X500 ~V—X (ITU-T(H
PR SUE (S A /B AR EIEE LI PN N IT T D 8E) OBIA R EIIEVERET 5,
3.1.2 ERZE DA

K CA DRATTHEHEICEG ENAHIEHRER E20EMIZ, 17.1.1 h——FFHET =
T AN ITHET D,

3.1.3 FIBAEF AEDEREF-(I{RAH

K CA WIATT HREHED 2 32— AITIE, BEARRA TOREIIIThRWVWE D LT 5,

3.1.4 HFRRLGAFEXZRIRT 5= DAY
K& 724 AT O A MRS 5 AL, X500 U — X OB HEICHE D,

3.1.5 KAFIO—EH
A CA WEATT 2EHEICTH SN 25514 ON) OB, FITxI8 L 725 P — N — 5%t
LT—EBRbDLT 5,

3.1.6 BEREDEE. RS L UEE

A CA 1. FEBERFICDR SN LFICOVTHMMERESE LT B0 E 5 hOREE
Eibavy, FEAERIHE L. F 28 OREIELEET 24 5% . A CAICHEEL Tk
57N, A CA VL, BRERNG S 4 R R BRI & B BRI TR = o 725 A ., i
HOM A RIIIAT D22\, F T, A CA 1344 Bl AEFEA A 0 5 OFEN EH 5 04
HORAT SR B O RS 2+ 2 MR 2 AT 5,

3.2 AEDOEXANERESR

3.21 EROABZIHT  HE

R R R DAL S A TR LT\ 5 = & OFEBI, FEFA BTk (L FICSR) &1 H)
DELDORIEEITV, %% CSR 2. ABBICKHIET 2 ARTEL SN TW5 2 & &R
5 LTI,
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3.2.2 #E FA AL RDEEE

3.2.2.1 AR DEBEE

(1) RAA 8GR
A CAIE., MREDFEIEMEZ R L 720,

(2) HHAEFRFEARY
A CA L, ERHT NIRRT 5 ARERH, BT A JEHRD Web ~—2 % L <
IXEDT —F_X—2 FLIEFAR CA PEETIHHE -FICLLH2HAEL LIUFZDOT —F X—
2 % R TR D FEAENEMER 21T D .

3.2.2.2 DBA/Tradename (B%)
K CADFATT DAEHFOFMMER [Organization (#f#%41) ) (& DBA/Tradename % FL#{
THHEAIE, 13.2.2.1 MEORIE (2) MM & FEEOHRETT .

3.2.2.3 Country DR
A CA WRITT HAEHEOEHRER Country (E) ] 1225V TiE, 13.2.2.1 FfkDOFEGE]
& FIBR DR ZAT 96

3.224 FAAADRERE
ARCAIL. REIFZRITT HHMNC, LTI RTAR &b —D2DHIET, BT 2iEFD
SANIZE ® 5T X TOFERERM R A A 4 FQDN) A MET 2,
KIEOYTv 7 v a.-3.224.15E)53.2.2.4.205 %, Baseline Requirements(Z 3} 5t
7 a CEGICHIET D,
3.2.2.4.1 Validating the Applicant as a Domain Contact
HHANE T 5,
3.2.2.4.2 Email, Fax, SMS, or Postal Mail to Domain Contact
el Aﬁ’i’)‘ —VIEEL, TOT7 X MMEZFIM LTcMRICE 2% TD 2 &1
Lo T, HEEHFIC FQDN OFMENH D Z L 2R T 5, 7 % MElL, WHOIS
c:i'%/%énfb\é A—LT KL ASEIZEET D,
AKCAIX, 7 ¥ MEDOEFIZ, FAX, SMS, #EAMHH Leuy,
7S LMEFHE A=A T—EE L, TORITORIND 25 AUNOHEGRISEIZ S A
b ET 5,
3.2.2.4.3 Phone Contact with Domain Contact
HHANE T 5,
3.2.2.4.4 Constructed Email to Domain Contact
PLFOIET, HiEE |2 FQDN ORI HMENH 5 Z & ki3 5,
1. HFHEEZRT BB T A—LT FLA (K) ~A—LVEEETD
2. A—MZET U H MEEED D
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3. EDT UFMEEFIH LI HERICE 252 TS
7S LMEFSEA=ATEE L, TORITORIND 25 AUNOHEGRISEIZ S A
NxbDET D,
Ko EHEERT RREFA LT FLX
5] : admin@example.jp. hostmaster@sub.example.co.jp 72 &
@@l admin, administrator., webmaster. hostmaster, postmaster
DTN ET D,
@OAEBIFLLFOWTINET 5,
FQDN ® 59 H LY A MV IZHGFEINTWD R A A 45
(Texample.jp). lexample.co.jp) 72 &)
FQDN =Dt D
GEEA T~ (DAL R —R) R"www"D5E1E. D7~V
DER<, 72720, "Wwww." N L U A R D IZEGINTWD KA A LE4TIT
EENDLGEITEY BRD72 )
3.2.2.4.5 Domain Authorization Document
HHANE T 5,
3.2.2.4.6 Agreed-Upon Change to Website
HHANE T 5,
3.2.2.4.7 DNS Change
TURDMENT X — AT THRED 7V EHIEE L7 FQDN @ DNS V' — (2
BIFDHTXT VY—RALa—RPREGENTWDL I EERIET A2 LT, HFEHIC
FQDN OFIMER & 2 Z L 2R+ 5,
[T B —AaT7 ThhE D7) 1, " acme-challenge” &3 5,
T AL (U AV RA—F) OBEE "™ (VA VEH—F) F9LZDh
D %"_acme-challenge” 7 ~LIZiE &M 2 %,
T U LMEFBFEAFERITHHE TR L L, ZORITORN S 25 HLINORERISE
COTHMRbDET D,
3.2.2.4.8 IP Address
HHANE T 5,
3.2.2.4.9 Test Certificate
HHANE T 5,
3.2.2.4.10 TLS Using a Random Number
HHANE T 5,
3.2.2.4.11 Any Other Method
HHANE T 5,
3.2.2.4.12 Validating Applicant as a Domain Contact
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HEEBEDN RAAL VAHDBFEE THL L 2BRET 52 L a2 b - T, HEEHIC FQDN
DR DD Z L 2RSS D, 722 L, KCAZLVVARI/LYAFTLTLHE
AA 4% ET FQDN Th 255 I1CR S,
3.2.2.4.13 Email to DNS CAA Contact
HWHANE T 5,
3.2.2.4.14 Email to DNS TXT Contact
HWHANE T 5,
3.2.2.4.15 Phone Contact with Domain Contact
HWHANE T 5,
3.2.2.4.16 Phone Contact with DNS TXT Record Phone Contact
HWHANE T 5,
3.2.2.4.17 Phone Contact with DNS CAA Phone Contact
HWHANE T 5,
3.2.2.4.18 Agreed-Upon Change to Website v2
T LLMER Web 2T Y DT 7 A MIGERTNDZEMAET D2 L& H - T,
REEH D FQDN 2B L T\ 5 Z L 2R3 5,
1 JYZMMER. 77 AVERETDACAICLD Y 722 FEFRICEH# L2
2. KCAL, 77 A NVOEFIBNT, iz E%T 5 HITP A7 —X X2 — K
@xx) & MR L2 iE e 5720,
T MMEEETL T 7 AL, LFRTEMIETHER D 5,
1. FQDN ZARRA 4 & L7z URI FICELE STV R T H7e0n

2. "/.well-known/pki-validation"7 4 L 7 k UIZERIT TR 5720
3. http £7213 https DA F— A2 LV BSG S 72 0E 7 5720
4. 80 (http) b L< 1%, 443 (https) DE— R TT 7 A S b7
K CA BV FA LT MIUEWT 7 A NV ERGT 55615, L FR TR T HERN
BHb,
1. HTTP 7u hait b A v—nbRthENb VXA L7 N THDH
- HTTP A7 —%ZAa— RILUTFTownTFint+s
301, 302, 307 (RFC 7231 IZHL7E)
308 (RFC 7538 ({ZHL7E)
RFC 7231 ® 7.1.2 A TEF S 7=, Location ~ v % ®"the final value"%
VEA VT MNekd5
2. VXA VL7 MTBHEIL, http £7213 https D AF—LE2HW S
3. UAALZ bT DL, 80(http) B L<IiL, 443 (https) DAR— M7 7 & A
T2
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T U H MEIFEFEIERITHE C B E L, TORITOREDND 25 A LINOfEZRIGE
WZOEFEMRbDET D,
2021 4 11 A 18 HURRIZHRITT 2 REHEIC OV T, JBEET ~ULR"™" (U A )L KH—
R) @ FQDN (Zxt L CZ D FiEZEHN ET 5,
3.2.2.4.19 Agreed-Upon Change to Website - ACME
RFC 8555 @ 8.3 I TEFE S #17- ACME HTTP Challenge A Vv K& W T, HiE
FHNFQDN ZEE L TW\WAH Z L 2T 5, LTI, RFC 8555 76 DiBMERT
Hb,
1. RCAIX, MEEICBITHY 7 =X MIxTHLVARRE LT, & EK
95 HTTP A7 —# 2 32— RF(2xx) & #Ead L2 T uiE e 5720,
2. TUXMEITFHAERERITHE TR E L, ZOFRITORNG 25 ALIND
RSB EFEN R b D LT D,
3. ARCANVZA LT MWW 7 A VEBISET 58581, FE&TEMET
WEN D D,
1. HTTP 7o hait LA Y—0blthsn2 VX441V 7 N ThHD
HTTP A7 —4% A a— R FOWTFne T 5
301, 302, 307 (RFC 7231 (ZHE)
308 (RFC 7538 (ZHL7E)
RFC 7231 ® 7.1.2 HTEFR SN 7=, Location ~ ¥ ®"the final
value"# U XA L7 Mk 35
2. UAA L7 T DL, http £7213 https D AF—LZ2HW S
VEA L7 T 5EE, 80 (http) & L<Ii%, 443 (https) DA — M T 7
AT 5
FEHHT LR (U A )L R A—FR) © FQDN IZxt L TCZ DLz &+ 5,
3.2.2.4.20 TLS Using ALPN
WA ET D,

3.2.3 EADERGE
A CA . HAZEBIET S 720 DFEHEERIT LA,

3.2.4 REES L EEBAZEFIAE DR

(1) FAA G

A CAE, BRAE S 72 WREWTEFRINE O A BUE L7V,

(2) AHAkFRAER

A CAE, BRFES 72 VGEH BRI E O A BE Lav, 7L, M4 (0U) 12
AU 3D RO EHENE 2 ARFE L 720,
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3.2.5 B D IE 4R

(1) RAA R

A CA L. FEFEZ AT T DUV T, GEEFIHE D GEFFICTEEND R AL 4
DHEEETH DD, B DHOIEZDOBERE L0 A 2RI AMEZ TFRE SN TV D 2 L 2R
T 5,

(2) AHAERFEREA

A CA 1L, FEHIEORIAZAT 9 E N, %@$ﬁ%ﬁ5twmmﬁﬁ%@%ﬁbfwé’&
., A CP 1322 #ifk& FAA LA OFFE] CTHHT 2 EHEHSLT — 4 X— 2% CThEsd C

B HECIERET D Z LIk o CTHERT D,

3.2.6 tHEERNDE#E

A CA X, BEaARNTA RN AT AANEE T HRFER TH 2 Security Communication
RootCA2 J: D ﬁﬁm*ﬁﬁumu nﬂi%%%%\é Téﬂ“(b\éo

3.3 RENAFBRORAMEHRER L 2EE

HEFOETRF (S8 1 2 RE A A OAR ANMERERS I L ONRREIX, 3.2 WIRIOARAMERERE ) & [F]
wET 5,

3.4 KINFPERFFORNEREE L2

A CAL, WOWTNNEMHRT D2 LT L0 KW FEREORNMEMRREZIT ),
1. FEBAEIRATHRGERE £ 7213 — 2 FH O BARHZGEB ER HE 2 6 0 EE £
ToIFHIAZ I D IRWIEFREFER 2 L RIBHE TH L 2 &
2. REWFEDELD, GEHFENMRE LG LT U o MZBEEM T & 7o b
BIZEAHDOTHAHZE (ACME 71 b2 L& LCHAT LI-EHEICIR D)
3. KPFEHOFELN, GEAEOWERICLSHbDOTHSHZ L (ACME Yo f =L
AL CRAT LTZREEIC R 5)
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4. FIBABDZA 7Y A I NICHT HERLOEHK

4.1 FGEEAEEEE

411 FIBASEHRELXIRHT LN TELHE

(1) FAA LRI

FAEZEORGEEITO Z N TEXHIT, FEEICEEH IND F AL A4 DOBEETH DD,
BB EE OBERE L P R EE S STV E LT 5,

(2) HAHkERAER

FEBEOWEF LT ) Z LN TEHHIE. ARENICEFZHT 2, F2iE BARENICA
TG BT D EHAT. K - LT, T OM IS L S EBROBATE AT B IE AR A
LE it G a7 S Rk e 5,

41.2 BEFHB L UVEE

FEEOHFHELIT ) 2 LN TEXLHIL, AEHEOHRFEEITIICHIY ., SRS, A CP
BERCPS ONFEAH L2 ECHIELITH b LT 5, £ GEHEOHFH LT 5 HI3,
A CA KT 2 HEENANEMARERCTH D = & 2 RGE LT uT7e bz,

4.2 IR EAEFH

421 KAEHEZLZADER

A& CA 1. A CP 3.2 WIEI DA AVERERR ) ICEHMOERE L > T, HBBERORELIT.,
4.2.2 SEAERFORZEFE-IZIHT

A CA L, BEDHE. ERBETo7-HEICOW TR EDRITREEIT .,

T3 D HFBICONTIE, BEEZ AT L, BiE% T o =& ok L O R 2 (KiET 5.
4.2.3 FEBAEEREED AN ERR]

K CA V. HERA AT -7 HEEIZ ST, ST E O I TRERE1T 5.

424 CAA La— ROESR

A CA1Z, RFC 6844 (ZHE\ . HIGEIF#MOFRRFC CAA L2 — N2l 5, CAA L =1—
RIZFEH T 24 CA D R A A % Tijprsjpl &35,
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4.3 REEAE DRAT

4.3.1 FEAERITRONLEFH

A CA L, FEWIEMRFBEOBEAET Liztk, W SNHRICESE | SEH Nl 54
CAFIED CT 1t 7 — N — | AEB R TIC LB A A B4k L 72 b C RE B A 56479 5,
CT 1 7 — S— 2Bk 21 8HIT. ACP (7.1 SAEOF 17 7 A 1) IZR#lT 5,

4.3.2 FEBAEFIRAEA~DEAE TR

A CA X, BBEFELTEITENEBRRE ICH LET A —VEEMNT D Z LI X FEE
DIFAT@ANEIT S, 1277 L. ACME 71 b 2L L CGGEHERBITS N 8HA1E. BT
A =T XD FATIBAIAT D720,

4.4 FEEAE O ZMERER

4.4.1 FEBAE D ZEMHEFin
RONTNPORE R A S - T, GEHENRZFHINC LD LT D,
L FEREFRIAEN, SEHERIAHE N T 7 & AR — A= U B RE
B3 2 3Rk U, A CA ZSAERE 2 I L7 B
2. FEHIEFIHE2. ACME 71 b 2Lt UG ERG 2 ZR L, A CA 2%k
HEEZIGE LZF (ACME 7o oLz U CRITSNZFEIHEICIR D)
3. REHIEFRIMEN, ERUSDOHIEIC L > TAF LEEAEL ¥ —/ S —(TEA L
vl

4.4.2 BEARBIZKAEHED A
A CAIE. FEHEFIAH OFEOABIZITHAR .,

443 DT VT4 T4 T HBREROEAERITEM
KCAM. F=H (REUREFEEIINR) oxtd 20 EBORITEMITITDR U,

4.5 BRT7 & X URLBAED Az

4.51 FEBAEFIAEORERS K UIIAEORA®E

AEAERIHE X, AR CA BRITT 2REER LORHGT 2 A #EE | h— S —3F5Ek L ONH
ERRE CHMON 5L EITO 2 EIZORFTT 560 &35, FEAFFME L. &K CA 237K
BE LTEHBORTEFZREAEL T OIS T 2R ARZAHAT b0 L L, £ oo ik
R L TiE e b0,
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4.5.2 BREEED AR S K VEHAEDA®E
RRFEF X, A CA OFEAEZMHEHT D Z & T, A CA 2VREIT LI EOF M2 BRGET 5
TENTED, K CA BFATLIGENFEOEHMEAMHEEL . (BT 201Z. A CP BXLW
CPS ODHNFFIZHOWTEMFE L, 7&K5E L2 iuEZe 6720y,

4.6 @EF=HDOEVGERAEOEH

ST A A VEE EO B & 1, ABEAE LTSS 2 L A< FEER IS LG
BEERITT A2 L 209, A CA L. G ERHE NI 42 T+ 5548 . Hii- /e
TERERTHZ L EAHET S,

461 BEHZHEDLLEVEREOEHEH

G A D2 VEEO B HTIL. A EOA IR AN T AT Y,

4.6.2 fEIAEDEHHELZITOICENTESEF

[4.1.1 FEEHFELZIEHT 22 LN TEDE ] LREET 5,

4.6.3 SEBAE D BEHBFEOLEFHE

[4.3.1 FEBAZERITREONEE FHe) L RIEEE T 5,

4.6.4 SERASFIAEF (ST 55 L LGEBHERTEH

[4.3.2 FEAAERIHZF ~OFEAERIT®N ] EREET 5,

4.6.5 EFSNI-AEABDZHEERTH

4.4.1 REIEOSZMEER T CREEE T 5,

4.6.6 BIEEBICKSFEHFSNI-FEHED L

[4.4.2 IR X BFEAEOAR ] LREE T 5,

4.6.7 MO T VT 4 T« 2T SR/ OEAERITEA
(4.4.3 DT T 07 4 kT 2FRGER OFEAERITEE] LREEET 5,

4.7 BEHZH S AT OEHR

B & 1 O RERF O BT &I, HTo BT AR UTe B CRERER A I8 LW REH
TFEEITTHZIEZWV D,

471 BREHEH SAAETOEHEH
HESERT A ) REW) O BRI, FEIE ORI AN T B 5T,
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472 HLWIBAEOREZTOCELEMNTESHE

[4.1.1 GEBAEZEHRFELZRRE TN TEHE ] LREET D,

473 BEFZHSMHAEOEFHFOLEFH

[4.3.1 FEAZRITRIONIE TR LRSI 5,

4.7.4 FERAEFIAEICH T 55 L LEEBHED B

[4.3.2 FERAERHE ~OGEAERITE@E ] LREEET D,

4.7.5 BEH INT-FIAS D ZIEEZRF6

[4.4.1 FEAZEOZHEMER T ERBRE T2,

4.7.6 BIERBICKLIBEFHEADIIHEO LA

[4.4.2 FRERIC X DFEAEOAR) LRk E 35,

477 DT VT4 T4 T HEBOIEAERITEA
[4.4.3 DT T 47 412X T DFRFER OFEAERI TN EREE T 5,

4.8 FEFAENDZER

4.8.1 SIRAEDZEHEEH

AERAEOE R X, GEHEICREINZE®R GEHEO T R —L2%R<) OEENLE L
7o TG EITAT O,

482 FIABDEFTHRFEZTSICLMNTELE

[4.1.1 GEBAEZEHRFELZRRE TN TEHE ] LREET D,

4.8.3 FIBAEDEFHEDNEFGKE

[4.3.1 FEAZRITRIOIE TR LRSI 5,

4.8.4 IS AEICXT 55 L OVERAERTEM

[4.3.2 FERAERHE ~OGEAERI @A LREEET D,

485 TEIN-AIAEND ZHEEEFH

[4.4.1 FEAEOZHEMER T LRBRE T2,

4.8.6 BIEEBICKAEFSNI-FIHED LM

[4.4.2 FRERIC X DREAEOAR) LRk E 35,

4.8.7 DT VT4 T4 I T HEBOIEAERITEA
[4.4.3 DT 47 4 IZxT DGR OREAERI T L REE T D,
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4.9 SEEAE DL & —BHFELE

4.9.1 FEBAELRZIEH
FEBEF L, RO FRATEAE LI, A CA ISk LT RS GEB E O R 35 217
DARTIER DR,
- AEEERIERICE T N b o T
FAROUEEE, . R, RIERFSIC X BAARA ML L £ 7GR o
ZNH HEE
CFEBIEOWRE, FIHHBBE L 205
CEEEICE SN AEEIEE (RCP [3.1.1 &MOME] THH) ICREShAHEIC,
RE) 2 CTFINHEE SN, EREEENTND I L 2HR LS LRI O
1)
CFEEOFI & P IET 354
T, RKCAIR, WOFEHENBELZLGAIC, A CAOHKHZ L VIEHEL KD TDHZ LN

T& 5,
- FEREFIHE N ZRIHSM. ACP, CPS. BI# T 230 71X BRI S HEE %
JBIT L TORWEA

« RCAORA RN EIME LTe £ 713 EFR b DB ZEN N B 5 &Yk L7256

CFEAEICE ENAEHIER ORCP 3.1.1 4RIOMEE] TiiH) ISHRESHhHIHE
2, REGIZRCFFNNFEE S, ERITFENTND Z & 2 AHARFHLIC K-S X
OS5 E GRERREFERL O Z)

« RCAN K& B &35 LHIWrT 52 DMORRARBD i

49.2 FEFAE R ZHEET H LN TEHE
FEEOLBOHFERTTH Z LN TELHE QT [RGHRFEE ] L0 3) 1 ko
L35,

FERH R

LSS4T H G & 72 1A — B AR 0 HUOAREIC R R s 6 O F g8 £ 72 3

AR RN HEEE LS

A EORERE AT 5E (ACME 71 k2 L% 4 L CRIT S M- EEAEICIRS)
7235, A CP [4.9.1 FEBIEASFM) IS4 T 5 &A% CA 2VHIT L7854, A CA 2354
HEEH L 725,

4.9.3 KINPEFEFH
K CA L, ROVTIDOTHUC L - TR A [3.4 SRR OAAPERER
RAE) O THER L. FEMEORIEST 5
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1. FREFEEFZRH LT-HEE
2. ACME 7u Fa Lz L-#HEH (ACME a2 koL a0 L CRITS -G E
WZFR5)

4.9.4 KB FEDIHT HARM

KA T, A REIME LT £ I3 fER b0 BZ N0 6 5 LW LI- 581, T4
RMTLN B E T AT TR B AR,

4.9.5 BAIBNKHBFLXNE LT ITNIEE S AU

A CA 13, HRIGNRFEEZITAT Th BT L0 FE RO LA 17\, CRL ~
S A A SO S,

4.9.6 LAEDENK

A CA NI4T+ 5 EEMI 21, CRL OHIZETH % URL 230fi+ 5, MEEE 1L, A CA 7
FATT BRSOV CEE LR 2R, WakiEE0 A 4% CRLIC L 0 fesd L 72
TR B0, 7, CRLICIE., AZMIBROUIN-GEHZEERIZTE T,

4.9.7 FEBAEAR Y R FOREITHE

ARCA X, i<t 7 HIZ-EIXCRLAEH L, BFITTH, /2. #1775 CRL
@ nextUpdate 7 « —/L ROfEIX, thisUpdate 7 « —/L KOMEND 10 HLUN E T 5,

4.9.8 SEBAELH Y X FORITRAETERR
A CA . %47 L7~ CRL ZHIFHC Y RY h VTR S B 5,

499 #A2S54 VTOERAT—48 AFER 0| ARREH
T T4V TOHFRERAT —X 2 1EHIL, OCSP —X—%2F U T s,

4910 US4 VU TOEMAT—RARAERBETO-ODEH

WEEH 1A CA ITX VAT SN FEEA S8 LRI T 280, FEREO G2 R L
RTIIEAR L2, UEY R ISR L TWA CRLICE Y . FEBED Ktk 4 1 4 fie
BLARVEAICIE, OCSP H—"—IC LV IS N DA E R T — & AEROMRETD
AR IER B,

4.9.11 FATTREGEHNIFROMLOR K
A LT 5,

4.9.12 BOEFRIEIZHT SR EH
A CA WFAT LICEEFIC OWTRAROMIAMEAHTE L5 G OEigIE, LLTO Web
TA—LE0ITObD LT D,

https://jprs.jp/pubcert/f_mail/
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A 2T O BRI, ROWTNNOERERTRTLHHD LT D,
- fEst b U7 RAA i
- fEFME LRSI K> THE4 S4u7z CSR
(772 L. CNIZRAEHDfEs b LT 2 & 23 CFFIBNFE S L7z CSRIZER S,
5] : CN="This key is compromised")
A CA L, A CADPFIT LIREAEICOWT, SR SNTRAFREZFIH L TV D b OR 0N
DERT Do
RSN A 2RI T 2REHEZ MR Lo5E . MR L7k min b 24 R LANIC Y54
AERAEZ KRBT 5,

4.9.13 FIEAEND—FBREILER
HERA LT 5,

4914 SERAED—EILZHET S ENTESHE
RS TS,

4.9.15 FEEAE D —BHEILREFHE
EHS LT 5,

49.16 —FELZ#ET S5 LN TE HHM
WA LT B,

410 FIABEDRT—R2 RAHERY—ERX

4101 ERLORHH

AERAERHHE I L OMREEE 1S OCSP Y — "— %l U Gt EA T — X A F e g 45 2
ENTE D,

4.10.2 H—E X O F BTTHES
A CA I, Mﬁﬁ3%a ﬁ%iXT B ANERE MR TE 5 L H OCSP H— " —z4F 8

T 5, =77, RSFEIC . —HEIZ OCSP — R —%FIATX R WES L H 5,
4103 A7 aF I HRH
HE L,

411 MA (&) OKRT

AEAEF A DREAE O 2/ 795, 3R —ERE2MRT 556 fEHE DKL)
HEE 21T DR R 6720, 7ok, SENEOR I TR atThd | %43 2aEHEO A2
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IO T LI B b T &7 %, 72720, A CAX, ACME 71 b =Lz L THITE
NIFERAERIFICO VT, B e BASBI AT 52 LR TE 5,
Z OMOFEHERHF I & 28 Y — EZAOMRINCB T 256, RS TED %,

412 ¥—IRH O—LBE1E

4121 F—I R O—¢LBEERY) O —B L UER
K CAIX., FEFHAERHAEORAHD T A7 a0 —(ITH7R,

4122 vy avx—nhTIIiLERBEEDORY) O—E L UEH
EHS LT 5,
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5. &feLt. EEL. ERLOEE

51 PEMYETL) T+ EE

AIEIZHOWTIE, CPSITHET D,

5.2 FHEMNERE

AKIHIZHOWTIX, CPSIZHET 5,

53 ABHER

ARIEIZHOWTIE, CPSITHET D,

5.4 EFE O Y OFH

541 BTSN HDM RV FOEE
ARIAIZDOWTIX, CPSICHET 5,

542 BEEOJEZNEBTHHE
AKRIAIZSWTIE, CPSIZHET 5,

543 BEEDOJ#FEET 58
ARIEIZOWTIL, CPSIZHIET 2, B, RAVAT A EOERa 7o, 7T—IA
7L UTHRIR 7 FERRFET 5,

544 BEEQS DRE

AKRIAIZSWTIE, CPSIZHET 5,

545 BEEOT DNV H T v TEH
ARIAIZDOWTIX, CPSICHET 5,

546 BEEOSJTOWNERT LA
AKRIAIZSWTIE, CPSIZHET 5,

547 ARV bERCLEEFEADEA
ARIAIZDOWTIX, CPSICHET 5,
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5.4.8 KfaS514 T
ARIEIZHSOWTIL, CPSICTHIET 5,

5.5 ERORE

llllll-lll

551 7—h4 TDEE

A CAIX, CPS® 5.5 FLdkDRE ] 1TNA T, ROERET — DA T L LTRIFT D,
- A CP

« A CP IC IS X {ipk S - RFE R O A & e+ % o

C B EHERS R BT D B L O A

« FEBIEFIFIE 7 B 0 FEE S L OV 0 L

5.5.2 7—h4 T REFEHM

AIEIZHOWTIE, CPS ICHET 5, 723, WOEHOT —H A TICONWTIE, el 7 4R
15T,

« A CP

« AR CPIC IS & Rk S - RAE R O & & e+ 5 ol

C B EHERS T BIT B Rk L O A

- FEIEFIFIE D B O REEE S L OV O LPT R E

553 7—h4 TDERE

ARIEIZDOWTIE, CPSICHET 5,

554 7—hA TDNv o7y TEE
ARIEIZHOWTIE, CPSIZHET 5,

5.5.5 R8I A LR AV TEHE5ETHEH
ARIAIZDOWTIX, CPSICHET 5,

55,6 7—h4A4 TINELRT LA
ARIEIZHOWTIE, CPSIZHET 5.

5.5.7 7—h A T DRIEFEHH
ARIEIZHOWTIL, CPSITHIET 5,

56 BOYVYEZ

A CA ORAHEE, FAHITT 2 FEAE O AWM 2 FEER A H 12317 L 72FEE O
BRAIR &LV bR < 2R DRNSH 7 e RA RO E B L OREHFEORITZ1T 5. HLn
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AR AR S RIT B LRV B2 - TREF IS LUV CRL OFATA1T 9,

57 ERILEIUKENM oDEIB

AIEIZDOWTIEL, CPSIZHIET %,

58 BEARFEZEFEBDKET

K CA L, 2BELTALERS LI5S, TOSZHEANC 19.11 ERE R OE B % & H#H
1 IZED BT HIECIEAER AE @ 5,
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6. Bl Xxa) T4 EE

6.1 BR7DEREEIUAM VX =)L

6.1.1 BRT7DER
A CARAFIZHOWTIZ CPS 16.1.1 87 DR ICHET 5,

6.1.2 FIFAEFIAFICHT SAFRDEF

AL EFRIHE ORVE L, GEEFAE BB AERT 50 & L, K CAILFEHAEFHE O
FLA AR L ORAHIAT DR,

6.1.3 EEREE~DLABHRD T

A CA \TXT HAEHFEFHE DRSO Z L, FEAFOHFERICA Y T A 2L - TT
bivd, Z0OLEOWEREITTLS (X VK ZE1T o,

6.1.4 BREEE/EA~D CA AR DI+
BEEE I, ACAD YRS MIICT 7 82T 52 L1k - T, A CADABEEE AFT 52
EMWTE B,

6.1.5 @91 X
K CA OFERT X, RSA FUTHE 2048 v M T 5,
SERHER A E OHESTI2oWVW T, RSA FRTHE 2048 By F &35,

6.1.6 DHEBONTA—FADERBLUVURERE
ARIENZHOWTIX CPSITHET 5, 7k, FEHENAE ORAHEED /XT A —F DR X
WERAIZOWTHE LR,

6.1.7 RO AR
AR CA B LUK CANRITT AFFAEOCHFHOHARIILLTO@EY &9 5,

# 6.1 o Hi&

A CA A CA DFATT HREHFH
digitalSignature — yes
nonRepudiation — —
keyEncipherment — yes
dataEncipherment — —
keyAgreement — —

34
Copyright©2019-2023 Japan Registry Services Co., Ltd.



JPRS Y — " —FE EFRAERFEEAR Y o — (Certificate Policy)
Version 3.30

keyCertSign yes —
cRLSign yes —
encipherOnly — —
decipherOnly — —

6.2 IAERNDRAEFLLIUBEE D 12— I/ILEOEE

ARIHIZHOWTIX, CPSIZHET 5,

6.3 BR7DZTDMDEERA X
6.3.1 XFBDT7T—HA4T

ARIHIZHOWTIX, CPSIZHET 5,

6.3.2 FIAEDEXNIBMEMERE L U ARROAZRM

A CA @ CA FFHEDAHIR B L OET OFIMIC OV T, CPSICHET 5,
F72. 202049 A 1 HERRIZA CA DFATT D9 — N—3EEIZIL, 398 HEBZX 5 H%)
M Z50E LTI 57220, 202049 A 1 H X 0 RHCAK CA 23317 L7 — N —RE I,
HhIMN 8256 HEMA Wb D LT 5,

6.4 EFHEET—4

ARIHIZHOWTIX, CPSIZHET 5,

6.5 AYEa1—42DtXxa) T+ EE

AIEIZHOWTIE, CPSITHET D,

6.6 T4 794 IILOBMMEE

ARIHIZHOWTIX, CPSIZHET 5,

6.7 2y FI—V X2 T+ EH

ARIEIZHOWTIE, CPSITHET 2,

6.8 3ALREZVT
ARIEIZHOWTIE, CPSIZHET 5,
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7. AIAES S VIIAELSIUR FOTOT 7ML

7.1 SEEAED 7O 7ML

741 Y—N—FERETOT 7L
AKCANFITT D2V —"—FEHFEDOT v 7 7 A /UL, REDLEBY ThD,
K CA . BB=FWNEET 5K CAFFED CT v 77— S —TFEHERATIC S B i & %
Fk L7 EC, CTIZxHG LREAZEERITT 5,

F7.1.1.1 (HIBR)

#7112V ——FEHET 1 7 7 AL (FE1T A2 2020 4= 7 H 29 A LAREOFEREIZ# )

ELAR T RENE critical
Version Version 3
Serial Number CA DFEHFICHID U THREO I T
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS Domain Validation Authority
- G4

(2) FHAERERERY
CN=JPRS Organization Validation
Authority — G4

Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter #1) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA R
FLAE L 72w

(2) AEAEREREAY

RO T E 2B A O (E) & LT,
[C=JP) #%F#7 5

State Or Province (1) KA A 3R

FLEK L7220
(2) AEAEREREAY

R O EEPT E 7 13BN DT G E AT IR
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4) (WH)

Locality

(1) FAA R

FLEK L7220

(2) AEAEFEREAY

KAk DT £ T IXE A O (i XA
%) (W2

Organization

(1) FAA FEFEA

FLAk L7220

(2) AHAERERERY

AIEBA E A I DR F 72 13 A 0 K4
(W2H)

Organizational

Unit

(1) RAA R
o L7
(2) FHARFRRERY
AERHERHE OHES (EE)
(72721, 2021 4 11 A 18 HLIK&IZ
T2 REAEICIIERE L 72 W)
ARIEHI|Z ;’c [FHDOHBILNAR—
ADITHER SN D XFH] ZiRE
LCidz 20
ARIEBIZIXLL FOCFES 28 T
A SRANA
FAAE AR LA O T & RafiE S
LIBND B HLFR - 114 - PG

JE1T

e PR

BN Z R 375 ( TCo.,
Ltd) 72 &)
FEEDORIRANESREE DT
5|

ERT &R~ T 3CF5

ARG

RAALVBEBLOIP T KL A
MZefl) %7 L) PR
Mz d 374 (Tnull)
IN/A] 72 L)

Common Name

HESZ A VA N—ATETEDY—
N—@D DNS N Tl 5 AR A M4 (WZH)

Copyright©2019-2023 Japan Registry Services Co., Ltd.

Subject Public Key Info FIRHE O LABRSE 2048 £ |k
YL AR AR RENE critical
KeyUsage digitalSignature, keyEncipherment y
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ExtendedKeyUsage

TLS Web Server Authentication

Subject Alt Name

dNSName=%—/—% (FEDOLEH V)

CertificatePolicies

[1] Certificate Policy
1.3.6.1.4.1.563827.1.1.4

CPS

http://jprs.jp/pubcert/info/repository/
[2] Certificate Policy

(1) FRAA FRBFER
2.23.140.1.2.1

(2) ARRGERERY
2.23.140.1.2.2

CRL Distribution Points

(1) RAA R
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_g4/fullerl.crl

(2) AREEERER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/fullerl.crl

Authority Information Access

[1] ocsp (1.8.6.1.5.5.7.48.1)

(1) RAA R
http://dv.g4.ocsp.pubcert.jprs.jp

(2) AHRKEERER
http://ov.g4.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) R AA R
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_g4/JPRS_DVCA_G4_DER.cer

(2) AHREEERER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/JPRS_OVCA_G4_DER.cer

Authority Key Identifier

FATEARSED SHA-1 /v v =2fE (160
e b)

Subject Key Identifier

FIREABED SHA-1 ~vy > =2ff (160
e b)

Certificate Transparency
Timestamp (%)
(1.3.6.1.4.1.11129.2.4.2)

SignedCertificateTimestampList DfE

Copyright©2019-2023 Japan Registry Services Co., Ltd.

38



JPRS Y — " —GEEFGERRE EAR Y > — (Certificate Policy)
Version 3.30

% : Certificate Transparency Timestamp |3, fERH ERITRFICH =& 0N EE 3 54K CAFr
ED CT v 7 — "=~ LRV, ZNERWICEERE Y v 7 7 4 L OfF#H%Z CT
I A A O+ S AV

71.2 HEEAE IO I 7ML
K CANPFITTHHMEAZEO T2 7 7 A /UL, REROLEBY THD,
#7.1.2.1 (HIER)
#7.1.2.2 (HIE)
# 7.1.2.3 FRRENET 7 7 7 AL (AT H A 2020 4+ 7 A 29 HLAREOREEIZi#EH)

FEA I B E AT critical
Version Version 3
Serial Number CA DFEHFEIZHIV Y THEBO I T
NEF
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name OU=Security Communication RootCA2
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter 1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) AHARRRGERY
CN=JPRS Organization Validation
Authority - G4
(2) R AA R
CN=JPRS Domain Validation Authority
-G4
Subject Public Key Info TR ONBREE 2048 B> K
PLAR AR B EPNEE critical
Authority Key Identifier FATEABEED SHA-1 /v ¥ =i (160 n
=
Subject Key Identifier TARE NSO SHA-1 /Ny v =fE (160 n
=
KeyUsage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
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CertificatePolicies Certificate Policy N
1.2.392.200091.100.901.4
CPS
http://repository.secomtrust.net/SC-
Root2/
Basic Constraints Subject Type=CA y
Path Length Constraint=0
ExtendedKeyUsage TLS Web Server Authentication n
CRL Distribution Points http://repository.secomtrust.net/SC- n
Root2/SCRoot2CRL.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n
http://scrootca2.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-
Root2/SCRoot2ca.cer
72CRLOZ7AI74)L
KCADPFEITTDHCRLOT a7 7 AL, REODLIBY THD,
#1721 (HIER)
# 7.22CRL a7 7 A/ (FEITHM 2020 4F 7 A 29 HLAEOFEAZEIZ @A)
ELAR TR RENE critical
Version Version 2
Signature Algorithm SHA256 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS Domain Validation Authority
- G4
(2) AHARERGERY
CN=JPRS Organization Validation
Authority — G4
This Update 1) 2008/3/1 00:00:00 GMT
Next Update 1) 2008/3/5 00:00:00 GMT

Copyright©2019-2023 Japan Registry Services Co., Ltd.
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Revoked Serial Number

#51) 0123456789

Certificate | Revocation Date

1) 2008/3/1 00:00:00 GMT

s Reason Code KB a— K (%)

PLAR AT RENE critical
CRL Number CRL %% n
Authority Key Identifier FATE NGO SHA-1 /~v > =fi (160 n

e b)

A CA X, CRL @ Reason Code DIHH IZIROFIZED 5T N ORNEH =2 — K%
LT 5, 727 L. KB = — RS T#0 unspecified] Toh 5355 1E. Reason Code

DIEH AR L2,
* 723 KRpEHa— K

SAhEh = — K

ZDORNEEH = — RE4EET D FH

#0 unspecified

AL

VA

cUTICED D RAFHROWNTRIZHZY L

#1 keyCompromise

BOfEiAb

DAREMED D DY e

EAERI A ORVER D fEsRb Uiz, £7213 %

#3 affiliationChanged

ARG H DAL

- FEPAFEFLHIT D O B DA FRZ DO OFE
MBI MICEENE LGS

#4 superseded

FERA E O B

WEAFOREREZ D A D56

« ZOMDIBNFERITHEY LRWIEAITBWVLT,

#5 cessationOfOperation

O IR

cFEEREERICETEND AL 24 DOEH
FIIT—EIZONWT, ZOEHMERL KT
A

+ Web A b OAFIRIZFEONGERAZE 26 L 72 <
ol

#9 privilegeWithdrawn

MEFR DL %8

* RERERIHE D TR CER LI5S

7.30CSPO7O7 74 )L

K CA 73¥ATH5 OCSP D717 7 A Lid, REDEBY Th 5,
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# 7.3.1 (M)
#%7.3.20CSP 7Fu 7 7 AL (G&4THD 2020 4 7 A 29 H LAMEOZEEIZ5# )

ELAR T RENE critical
Version Version 3
Serial Number CADEND Y TLHREEDOL ) T IVE
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS Domain Validation Authority
-G4

(2) HHAkRE AR
CN=JPRS Organization Validation
Authority — G4

Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter fil) 2008/3/5 00:00:00 GMT
Subject Country C=JP (FEEfH)
Organization Japan Registry Services Co., Ltd.
(& E1#)
Common Name OCSP H—/3—4 (WZH)
Subject Public Key Info FIRHE O LABRSE 2048 £ |k
YL AR AR RENE critical
Authority Key Identifier FATE NGO SHA-1 /~v > =fi (160 n
=)
Subject Key Identifier FIRE NSO SHA-1 ~y > =2 fE (160 n
=
KeyUsage digitalSignature
CertificatePolicies Certificate Policy
1.3.6.1.4.1.563827.1.1.4
CPS
http://jprs.jp/pubcert/info/repository/
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n
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731 N— 3 VBB
AKCAIX, OCSP R"—V g 1 #HHAT 5,

7.3.2 OCSP Hi3E
HE L7z,

Copyright©2019-2023 Japan Registry Services Co., Ltd.
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8. HEYMERE L b D

8.1 BEENIFE

WX, R CA OERNA CP B IO CPS IZHEHLL TIThIL TV ANIDOWT, i
VI FEOERZIT I,

8.2 BEBEHEDHE T B

HERLPERG AT, T R 2 AT 2 BEENDMT O,
£72. WebTrust G2 % F 2 BICHE R, BEAEEADPIT D,

8.3 EEALHMETAOMR
BAE AL, BT S A IR E | WA O R DM LIS h 5 b O LT 5,

8.4 EBETHbHOLIIEIE

B IL, A CA DIERIOA CP 35 L T8 CPS 1T 5 Mk 2l & LTHT 9,
F 72 GRRER D 72 @D WebTrust for CA #i#E WebTrust for BR HHEIZEE SV TIThiv s,

8.5 FEDHERLELTELNDUE
AR CA L, BEESREECHEMIN-FHICEL, TN REEHELZITH

8.6 EEHRDET

BEARESRIE, BEAEADLOAR CAICK L THESND,

A CA X, 58 ﬁ0< BARELR D B o 72356 24t & OTRKITHS & BB & OBR
BRI o 125 itiKCA@%wn~£%£%ﬁ%~EX$ﬁ BmOTKR LTSS
%%%\%Eﬁ%%ﬂ%A%mﬁé_ki&wo

728, WebTrust for CA, WebTrust for BR ORFEIZEIT 2 &L, WebTrust for CA,
WebTrust for BR FBEDHANZIE, FFEDT A M TEMAREL 725,

8.7 NEEE

K CAIZ., CA DEMIA CP, CPS I XU Baseline Requirements (ZYE#HL L TiTHIL TV
D IMNZOWTNEREE A 217V, Baseline Requirements TE®D L7 BRI S X GEHE

DENEZ OV 7 VAR X D E MR 2 iRGE 2 323 5,
44
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9. thDFEHLE X VEMEIER

9.1 H&
Blik, HiET 5.

9.2 MEMEE
K CAIZ, KCA OERHMEEFCHT-V ., + o7 MBEHE AR 20D ET 3%,

9.3 tEIFHMOBETM
9.3.1 #F RO EEH

AKIHIZHOWTIX, CPSIZHET 5,

9.3.2 MFIFMDELHN DIEHR

ARIIZHOWTIE, CPSICHET %,

9.3.3 HERBZEZRETHELE
ARIEIZHOWTIE, CPSIZHET 5.

9.4 BEARBDIEREE

AIEIZHOWTIE, CPSITHET 2,

9.5 HMIRLEEHE

FBEOBENRINRWIRD | LUTOIEHRIZET 2 3~ TOMBMEME T L OMEFIZR
THHLDET D,

« RCADFAT LTZiEHER L O A R v—/b GEAEO K25

« KCP, CPSH LB L E

* RCADAF#ER L ORL i

MLty T b =T

9.6 FBAMREL

9.6.1 CA 0 RAREE
AKCAIL, CADOEBEZITTHIIHIZVIROEFEH XA D,
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« CARVE#ED X = 7 7Rk « EH

« RAD O O HFEIZEESWIZFEE O ERE R AT - KhEEE
* CAD VAT LR OB « T

« CRLOFAT « N5

9.6.2 RA XH D RAREE
A CAE, RADEBEFITTDICHIVROEE LA,
C BRI DY X 2 T AR~ DORE - W
- FEBIERAT - KA I B CA~D ERE/ 215 s
- EER BN I EE T35 1F B CA~OTE F BRI O 0 7 15 a1
C UKD R U DR B

9.6.3 REBASEFIFAE O RBARE

REIERUNA L, SRIAGEES L OACPIZED 2 $HE MTFT 5 2 LSOV TGRS %
bOET 5, Eho, FPERMAEE, SRMRMERS L UARCPICHS L2 WA, 3T0
HILEATHLOLT 5,

9.6.4 RELE DFRAREE
WBEEZ 1T, ACPICED D HIEA T T 5 - LICOWTHRIET S0 L35, £7-. Wir
HiE. ACPICHSE LAWES . TRTCOFETEAETIHDET S,
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